
Table 2: Evaluation of Risks

Personnel Transaction Errors System Failures

Business Line Segment Documented 
Billing 
Procedures

Cross Training in 
Billing 
Procedures

Missing 
Transactions

Miscoded 
Transactions

Manual 
Entries

Routine Back-
up

COOP Historical 
Data

Comments

Bldg Alterations No Yes Low (1) Low (1) Low (1) Yes No Yes

Occupancy No Yes Low (2) Low (2) Low Yes No Yes
Payroll and 
CHRIS

Yes (P) Yes Low (2) Low (2) Low (3) Yes Yes Yes

On-line 
Learning

Yes (P) No Low (2) Low (2) Low (3) No No Yes

Training 
Delivery

No Yes Low Low Low (3) Yes No Yes

Distribution No No Low (2) Low (2) Low Yes No Yes
Postage and 
Other direct 
charges

No No Medium Medium Low (3) Yes No Yes

Photocopy No No Medium Medium Medium Yes No No Hardcopy Historical data
Infrastructure No Yes Low Low Low (3) Yes No Yes Hardcopy Historical data
Direct Charge No Yes Low (1) Low (1) Low Yes No Yes Hardcopy Historical data
Infrastructure No No Low (2) Low (2) Low Yes No No Hardcopy Historical data

Direct Charge No No Low (1) Low (1) Low (1) Yes No No Hardcopy Historical data

Closeout Yes Yes Medium Medium Low Yes No Yes
Purchase Card 
Surveillance

Yes (P) Yes Low (2) Low (2) low Yes No Yes

Supplies High High N/A Yes Yes
Infrastructure Yes Yes Low Low N/A Yes Yes Yes
Usage Yes Yes High High N/A Yes Yes Yes

Information 
Management/ 
Desktop 
Support

Desktop No Yes Low (3) Low (3) N/A Yes No No

Infrastructure Yes Yes Low Low N/A Yes Yes Yes
DOEnet Yes Yes Low (2) Low (2) Low Yes Yes Yes
(1) Direct pass-through vendor invoice = customer bill
(2) Computed once/year
(3) Low value transaction

(P) Pricing policy describes billing adequately

Graphics

Procurement 
Management

Information 
Management/ 
Telephones/ 

Information 
Management/ 
Network

Building 
Occupancy
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Training 
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Mail 

Printing 
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